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Abstract
Layer 7 load balancers (L7LBs) play an important role in per-
request server selection within long-lived connections and
transport- or application-layer protocol translation. However,
L7LBs introduce substantial CPU and network overhead.

We present XO, which enables an L7LB to offload
transport-layer and application request processing to backend
servers at request granularity. XO outperforms conventional
L7LBs by 27–365 % in throughput through efficient utiliza-
tion of server CPU and network resources. We apply XO
to two real-world applications, Ceph and nginx, improving
throughput by up to 135 % and 300 %, respectively.

1 Introduction

TCP has been widely used in web applications, disaggre-
gated storage systems, and distributed data processing frame-
works running on a private or public cloud. The network
stack in commodity OSes has thus evolved over time with
enhancements such as zero copy [6], I/O batching [24, 12] and
hardware-assisted encryption [41]. The research community
has further advanced the space of host TCP stack acceleration
towards terabit Ethernet, including radical NIC redesign with
FPGA [43] and flexible multi-core parallelism [7].

To expand the service capacity beyond what a single host
can offer, operators typically organize individual TCP servers
into a scale-out cluster and spread the incoming network
requests across the cluster servers. Those servers may be
service replicas that handle any request or service shards
that maintain partitions of a larger dataset or process specific
request types, for example, with an accelerator. In either case,
it is crucial for the operator to efficiently utilize the compute
and network resources in the cluster to minimize hardware
cost and physical footprint in large datacenters [33, 45, 54] or
edge clouds [1, 38, 29].

Network requests are distributed at multiple levels to the
servers. Layer 4 load balancers (L4LBs) [1, 37, 15, 3] dis-
tribute ingress traffic based on the flow 5-tuple. Requests are
then processed by layer 7 load balancers (L7LBs) [39, 21, 44,
36, 4, 19]. L7LBs are responsible for application-level tasks,
including per-request server selection based on application-
layer headers, protocol translation (which may change the size
of requests or responses), and ingress traffic decryption with
corresponding egress traffic encryption. In doing so, L7LBs
proxy client TCP connections at the application layer and
relay request and response data to and from servers.

⋆Co-first authors. Steven W. D. Chien is at the University of St Andrews
as of January 2026.

These L7LB tasks are CPU-intensive [39], requiring the
operators to allocate a considerable amount of resources. This
not only reduces the resources available to backend servers,
but also makes efficient cluster-wide resource utilization chal-
lenging, as it could leave either L7LB or servers underutilized.
L7LBs can also be network-intensive, because they aggregate
traffic for multiple servers. As a result, operators need to al-
locate more network bandwidth for L7LBs than for backend
servers (e.g., with higher bandwidth or multiple links).

This paper proposes Remote TCP Connection Offload
(XO). It allows L7LBs to offload most of their request pro-
cessing cycles to backend servers and avoid sending egress
traffic—which is typically larger than ingress traffic—through
the L7LB, thereby reducing network bandwidth and CPU us-
age at the L7LB. Once the L7LB starts offloading to a backend
server, it still receives the client ingress traffic, but forwards
it to the backend using lightweight packet-level processing—
possibly offloaded to the NIC hardware. The backend per-
forms the application-level tasks, including those that would
otherwise be handled by the L7LB, and sends the response
to the client—in a direct server return manner, bypassing the
L7LB. The backend server then receives subsequent requests
on the connection. It can continue handling the requests or
return the connection and application state to the L7LB to
finish the offload or select another server.

The contributions of this paper are twofold:
• We design XO, a new approach to L7LB enhancement.

Unlike existing systems that allow direct server return on
L7LBs like Prism [22] and Miresga [42], it does not rely on
programmable switches (see § 2 for other L7LB enhance-
ments). This is a significant advantage, because it eliminates
the need for operators to replace their switches and enables
servers to reside across the top-of-the-rack (ToR) switch
boundaries. This property is useful, as cloud operators of-
ten virtualize a per-tenant flat network across servers or
racks [27, 38]. XO addresses the challenges of achieving its
architecture via software-hardware hybrid flow redirection
and resilient flow rule management (§ 4).

• We demonstrate the applicability of XO by integrating
it with two real-world applications: nginx, a general-
purpose HTTP reverse proxy for replicated backends, and
Ceph, a distributed object storage system that consists of
sharded storage backends and its own application gate-
way (§ 5). Since state-of-the-art L7LB-based systems with
backend application coordination, such as Prism [22] and
HA/TCP [20], have not been applied to real applications,
we believe our experience helps practitioners understand
the porting effort of XO in their own systems.
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2 Scope and Motivation

L7LBs typically have the following qualitative properties, and
thus we focus on enhancing such systems.
• An L7LB can parse the TCP stream, reconstruct an

application-level request (which may span multiple pack-
ets), and select the backend server to which it forwards the
request. It can do so for every subsequent request in the
same stream.

• When forwarding the traffic to and from the backend, it can
apply application-level processing that involves buffering
or changing of the data size or content, such as protocol
translation and TLS encryption/decryption.

• It is transparent to the client. The client does not notice
when the backend server that generates a response changes
during the connection, except for through side-channels
such as performance characteristics.

Real-world L7LBs, including nginx [36], HAProxy [21], En-
voy [17] (general-purpose HTTP reverse proxies), Rados
Gateway (RGW) [8] (storage gateway for Ceph) and Her-
mes [39] (proprietary cloud L7LB), meet those properties.
Other systems that do not meet those properties but are rele-
vant to XO are discussed in § 8.

2.1 L7LB Performance Case Study

Relaying data at an L7LB is expensive. First, it consumes net-
work bandwidth of the L7LB’s link shared by all the backends.
Second, it performs CPU-intensive operations, involving mul-
tiple data copies—moving data from the kernel to user space
and then moving it back to the kernel—along with applying
other data-touching operations, such as protocol translation
and encryption.

We characterize the impact of these L7LB tasks using the
Ceph object store (detailed in § 5.2). Clients access RGW,
which acts as an L7LB, over the S3 protocol with TLS en-
cryption; it relays data to and from the storage backends over
the msgr2 protocol.

We use four storage backend machines, with RGW co-
located on one of them, and a separate client machine. All
machines connect to the same switch. The backend machines
use links configured at either 25 or 100 Gb/s, while the client
link is always 100 Gb/s to resemble the switch uplink.

Figure 1 shows the throughput of reading the objects uni-
formly across the storage backends. With 25 Gb/s backend
links, throughput is constrained by the RGW link, because
all the traffic from the backends shares it. Using 100 Gb/s
links shifts the bottleneck to RGW software. Significant fac-
tors include packet I/O, syscalls and request parsing for small
data, and data copying and encryption for large data. Those
overheads at RGW cause a cluster-wide imbalance in CPU
and network resource utilization, leaving those resources in
the backends underutilized.
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Figure 1: Ceph throughput with the RGW L7LB in a 4-server cluster
(top) and per-node CPU usage in different colors (bottom).

2.2 L7LB Enhancements
In search of L7LB acceleration, we found performance-
practicality trade-offs in existing L7LB architectures.
Prism [22] enables L7LBs to handoff the TCP connection
established between the client and the L7LB to a server. It
has the best performance benefit, because it enables line-rate
ingress traffic redirection to the server without L7LB involve-
ment and direct server return (DSR) on the egress datapath.
However, it is impractical due to its reliance on programmable
switches1 and the requirement that all servers connect to the
same switch. Although switch programmability has evolved,
its main users are operators (e.g., for measurement tasks [23,
35]), not host applications; cloud operators usually do not
allow their tenants to configure their infrastructure switches.

Finally, it is unclear whether Prism is general, because it
has not been applied to real applications. Furthermore, since
the TCP and application endpoint state must be restored at the
server, server application modification is required. An interest-
ing contrast is Miresga [42]. It avoids server application mod-
ification and enables DSR with the aid of P4 programmable
switch, but it does not support protocol translation, including
TLS termination.

Those observations raise a natural question: how can we
achieve the performance advantage of Prism with DSR while
not using programmable switches? Furthermore, given that
server application modification seems unavoidable, how diffi-
cult is it? We answer these questions by enabling host-based
ingress packet redirection and DSR in XO (§ 4) and applying
it to two real-world applications (§ 5).

1Further, a major programmable switch ASIC released in the market,
Intel/Barefoot Tofino, has been discontinued for production since early 2023.
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3 XO System Model

XO supports all the L7LB properties listed in § 2. The XO
architecture is based on the following service model offered
by the cluster:
1. Receiving a request from the client over a TCP connection;
2. Executing a task (e.g., reading data from the storage server

over the network);
3. Sending a response to the client over the TCP connection.
XO offloads steps 2 and 3 from the L7LB to a cluster server;
once the offload begins, step 1 is also offloaded.
When and how does offload begin? The application makes
an offloading decision when it receives a request over the TCP
connection. This enables the highest flexibility in defining an
application-specific offloading policy, as flexible as L7LBs.
The decision can be based on the application-level content
after decryption if the original request has been encrypted
(e.g., TLS). For example, the application would choose the
least loaded server among the replicated servers, the server
whose local storage has the data requested by the client, or
the server with specialized capabilities like GPU acceleration.
When and how does offload complete? Offload completes
when the request processing returns to the L7LB from the
server. The completion decision can be made by the L7LB,
for example, when it finds a better server based on continuous
load monitoring. It can also be made by the server, for ex-
ample, when it finds itself overwhelmed or when it identifies
that it cannot serve the requested storage data. After the com-
pletion of the offload, the L7LB may make another offload
decision.

4 XO Design

XO implements the aforementioned architecture using two
key components: TCP and application state transfer (§ 4.1)
and HW/SW hybrid traffic steering (§ 4.2). We discuss how
XO integrates with real-world applications in § 5.

4.1 TCP and Application State Transfer

Offloading execution of L7LB tasks to a server requires trans-
ferring the TCP connection and other application-level state
(e.g., request data and metadata, and TLS session key and
state) from the L7LB to the server (outbound) when the of-
fload begins and in the other way around (inbound) when it
completes. Connection state transfer requires endpoint op-
erations that serialize and restore the TCP and application
state. It also needs flow steering operations at L7LB and
the server. L7LB configures its network stack to redirect the
ingress packets, which would otherwise go to L7LB’s TCP
implementation, to the server; the server configures its stack

to modify the source address of the egress packets to that of
L7LB, which enables DSR [15]2.

XO’s state transfer protocol has two design objectives. The
first is correctness. Since endpoint and flow steering opera-
tions require many non-atomic commands, we must enforce a
strict execution order to avoid connection failure. Second, for
fast state transfer, we must minimize RPCs between L7LB
and the server. Figure 2 illustrates the outbound (left) and in-
bound (right) state transfer sequence, described next. We use
the Linux TCP_REPAIR feature [31] for TCP state serializa-
tion and restoration to avoid kernel modification; we discuss
an optimized method with kernel modification in § 7.1.

Outbound transfer. To prevent ingress packets from reach-
ing the TCP state being serialized, which leads to connection
resets [14, 22], the L7LB installs a packet filter rule (we dis-
cuss the method in § 4.2) that drops such packets ( 1⃝ in
Figure 2). Note that this rule drops only unimportant packets,
such as keep-alives and spurious retransmissions. It does not
block connection progress, because the state transfer process
begins upon the offloading decision made by the application
that has already received the request (§ 3); the next expected
data packet is the response to the client.

After this step, the TLS state (initialization vector, session
key, and record sequence number) along with the TCP state
(sequence numbers, negotiated options, window sizes, and
buffer data) can be serialized safely ( 2⃝). The state is trans-
ferred to the server via a BEGIN_OFFLOAD RPC. The server
then restores the connection, handling potential port conflicts
by remapping ports if needed when connections transferred
by different L7LBs share the same port ( 3⃝). The server then
installs a packet filter rule that rewrites the source IP address
of egress packets to match the L7LB’s address ( 4⃝).

Upon state restoration, the server sends a
SERVER_READY RPC that requests the L7LB to in-
stall a rule that redirects the ingress packets in the connection
to the server ( 5⃝) and to remove the rule that blocks the
ingress traffic ( 6⃝). The L7LB then sends an L7LB_READY
RPC to signal the server to begin the offloaded task.

Inbound transfer. This operation is used when offload-
ing completes. It is similar to the outbound transfer, but dif-
fers in flow steering operations. The server blocks ingress
packets ( 7⃝), serializes current connection state ( 8⃝), and
transmits state back to the L7LB with a SERVER_DONE
RPC. Upon receiving the state, the L7LB restores the con-
nection ( 9⃝), removes redirection rules (10⃝), and sends a final
END_OFFLOAD RPC asking the server to remove source IP
rewriting (11⃝) and unblock ingress traffic (12⃝). After this, all
offload-related state is cleared, and thus the L7LB is ready to
start another offload.

2Since networks are typically virtualized in datacenters, cluster nodes
across racks usually use the same subnet. Therefore, this address modification,
whether by an L4LB or XO, does not cause a spoofing problem.
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Figure 2: XO connection state transfer protocol (§ 4.1).

4.2 Flow Steering
Among flow steering operations (redirection, blocking, and
source address modification), flow redirection at the L7LB
( 5⃝ in Figure 2) is challenging to achieve two properties:
• Fast rule installation: We must install flow rules rapidly

to minimize connection state transfer latency. This is par-
ticularly critical when the server changes frequently.

• Efficient traffic redirection: We must redirect the traffic,
including ingress ACKs and subsequent requests, at a high
rate and with low CPU usage.
Based on our analysis (§ 4.2.1), we design a HW/SW-

hybrid traffic redirection mechanism (§ 4.2.2 and § 4.2.3).

4.2.1 Quickness and Efficiency Trade-Off

Linux provides two options for flow-level traffic redirection.
One option is tc-flower [46], which matches ingress/egress
packets against flow rules based on keys such as IP address
and port. Its match-and-action processing can be offloaded
to NIC ASICs, which are used by Open vSwitch3. This hard-
ware offloading capability is available in various commodity
(not particularly “smart”) NICs, including Intel E810 (2020),
NVIDIA ConnectX-5 (2016) and their successors, Broadcom
Thor, and Netronome Agilio CX (2018).

The other option is eBPF programs attached to a tc clas-
sifier or XDP, both run below the TCP implementation in
the stack to apply custom packet-level operations to the in-
gress/egress traffic. An eBPF program can refer to a map,
a shared memory between the kernel, user-space, and eBPF
programs, to make a packet processing decision.

We measured their flow installation/withdrawal time and
packet forwarding performance. Our results in Table 1 high-
light their key characteristics.

eBPF achieves rapid flow installation. Although eBPF-XDP
provides superior packet forwarding rates by operating at the
device driver level, eBPF-tc exhibits faster flow updates. This
is because updating eBPF maps (bpf_map_update_elem())
is not just storing variables in shared memory but involves
synchronization between the potential readers in the kernel,

3This is also called ASAP in NVIDIA NICs.

Operation (µs) Rate (Mpps) Latency (µs)
Insert Remove 64B 1500B 64B 1500B

eBPF (tc) 4.01 3.77 0.79 0.78 21.06 22.42
eBPF (XDP) 38.31 7.41 6.65 2.07 16.52 18.45
tc (CX5) 476 404 33.01 2.07 8.26 9.89
tc (CX7) 2143 1134 33.08 2.07 8.41 9.97
tc (Agilio) 68 65 22.12 2.07 19.77 20.58

Table 1: eBPF and tc-flower flow processing performance.

which is simpler for tc-attached programs as they operate at
a higher position in the stack.

tc-flower (with hardware offload) exhibits longer flow in-
stallation times than eBPF due to kernel locks and device con-
figuration, with significant variations across NICs: ConnectX-
5/7 (CX5/7) requires 404–2143 µs, while Agilio needs only
65–68 µs. However, all NICs achieve high packet forwarding
rates through hardware offload. Hardware-based forwarding
exhibits lower CPU usage. For comparison, an eBPF program
with XDP consumes 77 % of a CPU core when forwarding
1460 byte packets between 25 Gb/s links.

4.2.2 Software-Hardware Hybrid Packet Redirection

Based on our observations, we design a software-hardware
hybrid approach for packet redirection in XO, which combines
the advantages of both methods: fast rule insertion from eBPF
and hardware-based packet redirection from tc-flower.

In our design, the L7LB runs an eBPF program that pro-
cesses ingress packets based on a flow table stored in an eBPF
map. When traffic redirection is needed ( 5⃝ in Figure 2), the
application on the L7LB inserts the flow rule in the eBPF map
in a blocking manner (i.e., synchronously) while initiating
tc-flower hardware offload in a non-blocking manner (i.e.,
asynchronously). As a result, packets are initially redirected
by the eBPF rule while the hardware rule is still being config-
ured. Once a hardware-based rule has been activated, packet
redirection is done by the hardware.

Flow redirection withdrawal (10⃝) must be synchronous
for both software and hardware rules. This is because the
remaining rule prevents the endpoint state, which has been
returned to the L7LB ( 9⃝) or offloaded to another server,
from receiving connection packets (by redirecting them to the
server previously used for offload).
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(discussed in § 4.2.3). Rule insertion and withdrawal commands are
represented with I and R, respectively, followed by the flow identity.

4.2.3 Command Cancellation

Synchronous flow rule withdrawal is challenging when the
rules are installed asynchronously in parallel. As shown in
Figure 3 (left, no cancelable queue), when the application
threads issue flow rule insertion or withdrawal commands via
syscalls, those commands are serialized over global kernel
locks in the tc subsystem and NIC driver to track hardware
rules. Those commands are processed at the rate of hardware
rule manipulation (Table 1).

While a delay in rule insertion is tolerable due to the co-
located eBPF rule, a delay in rule withdrawal is problematic.
Once a command (e.g., I2 in Figure 3 left) enters the kernel
backlog, it cannot be cancelled even when the withdrawal
command that offsets the insertion (R2) arrives. A deletion
command must wait for its corresponding insertion to com-
plete, and it then must be executed. This is problematic, par-
ticularly for XO where a flow rule sometimes has a short
lifetime (e.g., for a single request processing).

To address this issue, we implement a cancelable queue
(Figure 3 right) to enable the deletion command to cancel
the execution of the preceding insertion command. It is a
multiple-producer single-consumer queue that allows applica-
tion worker threads to enqueue commands while a dedicated
insertion thread pops a command and pushes it to the kernel
synchronously. This design also enables bounded rule inser-
tion latency through configuration of the queue size, allowing
operators to adapt to different NICs’ rule insertion speeds.

4.2.4 Ingress Blocking and Egress Address Modification

The implementation of the other flow steering operations is
straightforward. For ingress traffic blocking ( 1⃝ and 7⃝ in
Figure 2), we use eBPF-tc due to its quick installation. This
is sufficient because after connection handoff begins ( 1⃝ in
Figure 2), incoming packets consist only of spurious retrans-
missions or keep-alives. Similarly, source address modifica-
tion ( 4⃝) can be implemented using eBPF-tc, because this
operation incurs negligible overhead.

4.3 Limitations

Hardware redirection availability. In the practical deploy-
ment, the server or L7LB hosts could be VMs with virtual
network interface (e.g., virtio) and thus installing flow redi-
rection to hardware may not be possible. Therefore, in § 6, we
evaluate both eBPF-only method and hardware-software hy-
brid method, and demonstrate superior performance in both.

Hardware reconfiguration time. Slow hardware flow rule
removal may limit opportunities to use hardware-based packet
redirection to when the application knows that the transmis-
sion is large or the connection stays at the same server over
many subsequent requests. In § 6.3, we show that it is possi-
ble for the application to know the send size beforehand and
choose whether it has the L7LB redirect ingress packets with
hardware or not. To generalize this mechanism, we would de-
fine another RPC command that requests the L7LB to switch
the redirection method in the existing packet redirection rules.

Failure handling. In the regular L7LB architecture, client
connections could survive server failures, because they are
terminated at the L7LB, which could switch the server to
retrieve the response transparently to the client. With XO,
client connections that have offloaded to the failed server will
terminate. However, the L7LB can clean up the offload state
cleanly, because it anyways tracks the offloaded connections
for flow redirection rule management. Applications are ex-
pected to handle server failure with their own logic, such as
activating another replica, as in Ceph (§ 5.2).

Open-loop application support. Although many L7LB
systems are closed-loop (§ 2), open-loop ones where the client
sends the next request without waiting for the response to
the previous one in the same connection also exist. When
the next request arrives at the L7LB or server while state
transfer triggered by the previous request is in progress, that
request packet could be dropped due to the flow blocking rule.
However, since state transfer completes a few 100s of µs (§ 6.1
and § 7.1), which is before the retransmission timeout, the
lost packets could be recovered by fast retransmit. This would
not be a problem if the backend servers are replicas, because
state transfers are infrequent. When frequent state transfers
are needed and loss is critical, we could adopt packet-level
buffering as with HA/TCP [20] and Capybara [10].

TCP parameters. Our current implementation relies on
the Linux kernel’s TCP state serialization mechanism, which
does not restore some state variables from previous TCP con-
nections. Those parameters include the congestion window,
measured RTT and other congestion control parameters like
RACK state [9]. Restoring those parameters would improve
the server transmission performance.
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4.4 Implementation
XO runs on the Linux network stack, which is crucial for
practicality [43, 7]. XO does not require kernel modification,
instead leveraging the existing stack features including tc and
eBPF subsystems. We implement libforward, a library that
implements the cancelable queue and interfaces for hardware
and eBPF flow redirection and other rule management.

We also implement a custom RPC protocol for state transfer
between L7LB and servers (§ 4.1). Since it directly operates
on file descriptors, applications that monitor regular communi-
cation sockets using standard event interfaces, such as epoll
and io_uring, can easily add monitoring of those RPCs.

5 Real-World Application Integration

Approaches that enable direct server return on L7LBs require
application modification (§ 2.2), because the server must per-
form the L7LB’s tasks and maintain the accepted sockets
associated with the clients. Those systems have proposed
creating a new programming abstraction (e.g., libuv-based
event loop for Prism), but we found such approaches to be
impractical when applied to real-world applications, because
they already have considerable complexity. In fact, Prism and
other connection-migration approaches (§ 8) have not been
applied to real-world applications, but instead build custom
applications from scratch.

In this section, we report our experience of adding sup-
port for XO in two real applications—nginx and Ceph—to
create case studies that help other L7LB-based systems sup-
port XO. We have chosen those applications for the diversity
of their features. nginx is a general-purpose HTTP reverse
proxy that assumes replicated backend servers. RGW is an
application-specific (i.e., Ceph) L7LB for sharded storage
backend servers. We discuss our lessons learned from our
application integration effort in § 7.3.

5.1 Nginx
nginx is an event-driven web server that also acts as an L7LB
or reverse proxy. It functionalities are organized into modules,
such as the event module, which runs an epoll event loop, the
HTTP module, which implements the HTTP parsers, and the
mail module, which implements POP3 proxying. Modules can
be chained and depend on other modules, which is described
in the nginx.conf configuration file.

We introduce the XO module that implements connection
serialization and restoration operations, as well as flow steer-
ing operations using libforward. It also implements the
policies to make the offload decision.

The XO module depends on the HTTP module. An incom-
ing request is first processed by the HTTP module, which
passes the result to the XO module using nginx’s standard
interface between modules. Therefore, once the nginx is

compiled with the XO module, the operator can activate the
use of XO for a specific service through the configuration file
(found in the artifact mentioned in § 9).

The XO module implements two commands invoked by
the HTTP module. The first one is xo_out used by the L7LB
that makes a connection offload decision and initiates state
transfer. The other is xo_in used by the server. It receives the
connection state and subsequent requests in that connection
from the L7LB.

Although the XO module mostly follows the intended way
to extend nginx, we needed a small modification in the nginx
core. Since XO requires offload termination procedure when
the connection is closed, The XO module registers the con-
nection closure callback. However, the current nginx does
not allow external modules to store additional metadata used
by that callback. Therefore, we needed to add one data pointer
in the core connection structure.

5.2 Ceph

Ceph [51] is an open-source object storage system designed
for scalability, reliability, and availability. Its storage backends
are organized as object storage daemons (OSDs) running on
different hosts. Objects are mapped into OSDs based on the
CRUSH algorithm, where any party can compute the OSD
that holds a given object without RPCs so as to maximize
scalability and minimize latency. Objects are replicated over
multiple OSDs, but each object is served only by its primary
OSD to ensure data consistency. OSD failures are detected
by heartbeats exchanged among OSDs. The Ceph monitor
then updates the OSD map to mark the failed OSD as down,
allowing CRUSH to return new OSDs for objects previously
mapped to the failed OSD.

Ceph provides multiple abstractions, including CephFS
(file system), RBD (block), and RGW (S3-compatible object
storage). We focus on RGW. As shown in Figure 4, after
receiving a request over the S3 protocol, RGW computes the
OSD and issues a request to the OSD host using the msgr2
protocol. The OSD retrieves the data from the storage and
returns it to the gateway. The gateway encapsulates the data
into an HTTP reply, encrypts it with TLS, and sends it to
the client. Optionally, the gateway caches the object to avoid
future communication with the OSD.

Since objects are served by specific OSD hosts, bandwidth
and locality could be improved if they directly return data
to a client. We implement XO-Ceph, which replaces RGW
and handles offloaded connections at OSDs. Once receiving
a GET request, the XO-Ceph gateway computes the OSD of
the object and offloads the connection to that OSD host. The
OSD host restores the connection, reads and encapsulates data
locally, and sends the response to the client directly. If the next
request asks for an object on another OSD, the OSD returns
the connection to the gateway. The gateway then offloads the
connection to that OSD host. Therefore, unlike XO-nginx,
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Figure 4: The workflow of an ordinary
Ceph S3 object gateway.

Client XO-Ceph GW

GET(ID)

hash(ID) = OSD.1

offload.cancel()

OK
…..

GET(ID)

Server.0 Server.1

heartbeat()

timeout…

Ceph
Mon.

report(OSD.0)

out(OSD.0)

offload()
OK

…..

Figure 5: A XO-Ceph gateway offloading to a
secondary OSD host due to failover.
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Figure 6: vLLM with XO which offloads the
decoding stage (discussed in § 7.4).

offload decisions are dictated by object location, rather than
load balancing policies. Furthermore, XO eliminates the need
for caching at the gateway, because data is directly sent to the
client by the OSD.

XO-Ceph does not undermine the OSD failure handling
in Ceph. In Figure 5, a connection currently offloaded to
Server.0 receives a request for an object residing there. How-
ever, the OSD process is down, and since CRUSH now points
to a secondary OSD, the server returns the connection to
the gateway. The gateway then offloads the connection to
Server.1, the secondary OSD.

XO-Ceph is implemented using librados, the Ceph stor-
age abstraction accessed by all the Ceph abstractions (i.e.,
CephFS, RBD and RGW), which means no core modification
to Ceph core is necessary. We slightly extended librados
to return object location from its internal memory mapping
with a small access function, which we intend to issue a pull
request to Ceph. Similar to nginx, XO-Ceph manages state
transfer and flow steering using libforward.

6 Evaluation

We evaluate XO using a custom microbenchmark applica-
tion (§ 6.1) and two real-world applications discussed in § 5:
nginx (§ 6.2) and Ceph (§ 6.3). All the systems use TLS/TCP
for client-facing communication unless otherwise stated. Our
main results are:
1. XO achieves up to 365.6 % higher throughput than regular

L7LB by efficiently utilizing network and CPU resources
of the backend servers (§ 6.1).

2. XO improves throughput of nginx, which employs repli-
cated backend servers, by up to 300%. We also confirm
CPU usage convergence over dynamic load (§ 6.2).

3. XO improves throughput of Ceph, which employs sharded
storage backend servers, by up to 135% (§ 6.3).

6.1 Basic Performance Characteristics
We begin by measuring XO’s basic performance using
nophttpd, a custom HTTP server with minimal application-
level overhead. It also acts as an L7LB. The nophttpd cluster

operates as a regular L7LB-based system (denoted as Proxy in
the plots), where the L7LB relays data between the client and
servers, or with XO enabled, where the L7LB offloads client
connections to the servers. nophttpd is multi-threaded, and
each thread processes state transfer RPCs (§ 4.1) and client- or
L7LB-facing connections on an epoll event loop. For TLS,
it uses kTLS [25]. The client runs wrk that issues HTTP/1.1
GET requests over 600 persistent connections. Unless other-
wise stated, requests are evenly distributed to backend servers.

We use six machines connected to the same switch. One
client, equipped with two EPYC 9334 CPUs and 256 GB of
RAM, connects to the switch with a 100 Gb/s link, emulat-
ing the mass of the external clients over the high-bandwidth
switch uplink. The other five machines are equipped with two
Xeon E5-2630v4 CPUs, 32–64 GB of RAM, and NVIDIA
ConnectX-5 NIC, and connect to the switch with a 25 Gb/s
link, acting as the cluster nodes at the switch downlinks. One
of them is dedicated as an L7LB, and the rest are used as
servers. The L7LB machine has an additional Netronome Ag-
ilio NIC to test the effect of different reconfiguration times.

Figure 7 plots throughput, latency, and L7LB and server
CPU usage. We vary the object size that the client downloads
and the number of requests processed in a single offload cy-
cle (i.e., between one outbound and inbound state transfer).
Frequent state transfer cases represent systems with sharded
backends, because the next request is more likely needed to
be handled by another server. Infrequent state transfer cases
represent load balancing between replicated servers, where
the server unlikely has to return the connection to the L7LB
for every request. For XO variants, XO-eBPF only uses eBPF
(i.e., software) for packet redirection (thus no hardware rule
synchronization cost, see § 4.2), whereas XO-CX5 performs
hybrid packet redirection with a ConnectX-5 NIC, and XO-Agi.
uses an Agilio NIC.

Throughput and link utilization. In a regular L7LB
(Proxy), throughput is limited by L7LB’s link speed for 64 K B
or larger objects (we experiment cases where Proxy is uncon-
strained by link bandwidth in § 6.3). When objects are 64 K B
or smaller and state transfer happens for every request (left-
most column), Proxy outperforms XO variants by at most
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Figure 7: Throughput, CPU usage and request latency of regular L7 proxy and XO. Each column indicates the number of requests processed by
the same server before it returns the connection to the L7LB, which then re-migrates it to the server. This parameter is irrelevant for Proxy so
the same values are plot across the columns. Server CPU usage represents that of one server out of four (all show similar usage due to uniform
connection distribution). Each machine has 8 cores, so the maximum CPU usage is 800%.

25.4 % due to the state transfer costs. In other scenarios XO
variants outperform Proxy by up to 365.6 %. XO’s throughput
scales towards the aggregate link capacity of all the servers
(4× 25 Gb/s) as the state transfer cost is amortized over larger
responses (left to right in each plot) or more requests pro-
cessed in a single state transfer (left to right columns).

XO-eBPF exhibits higher throughput than XO-CX5 and XO-
Agi. when the object size is small and state transfers are fre-
quent (left plot), because the efficiency of hardware-based
packet redirection does not outweigh the hardware rule with-
drawal cost (§ 4.2.2). XO-Agi. performs better than XO-CX5
due to lower hardware reconfiguration delay (Table 1).

L7LB and server CPU usage. Figure 7 middle row plots
CPU usage of the L7LB and one of the servers (equally loaded
due to uniform request and connection distribution). When
comparing Proxy and XO-eBPF, except for when the relative
(i.e., per-request) state transfer costs are very high (see afore-
mentioned discussion in throughput), XO exhibits lower CPU
usage at the L7LB, even though achieving higher through-
put (see corresponding throughput data points), because of
packet-level ingress traffic redirection and direct server return.
XO shows a higher server-to-LB CPU usage ratio than Proxy,
because the server shoulders L7LB tasks like encryption.

Proxy exhibits almost full (800% for 8 cores) CPU usage at
the L7LB. This implies that it would not achieve much higher
throughput even if L7LB’s link had higher bandwidth.

With hybrid redirection (XO-Agi./CX5), we still see some
CPU usage at the L7LB caused by the state transfer operations,
but it decreases when the state transfer costs are amortised
over larger responses or more requests between state transfers.

Request latency. Figure 7 bottom shows P50 and P99 re-
quest latency. When state transfer latency is dominant, XO ex-
hibits constant latency (XO-CX5 in the leftmost plot), whereas
when queuing latency is dominant, it increases latency with
higher throughput (other plots of XO variants). In many cases,
XO variants achieve lower request latency than Proxy although
achieving higher throughput, because the request backlog that
otherwise forms at the L7LB is spread across the servers, and
its advantage outweighs state transfer latency. As a result,
XO achieves lower latency than Proxy by up to 95.3 % at P50
(second left plot, 64 K B with XO-CX5) and by up to 85.7 %
(second left plot, 128 K B with XO-Agi.) at P99 .

Connection state transfer latency. Table 2 shows the la-
tency breakdown of outbound state transfer of XO; inbound
state transfer takes a similar time, plus, hardware rule removal
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Operation Latency [µs]

(L) Block flow 4
(L) Serialize TLS 2
(L) Serialize TCP 11
(L->S)State transferring to the server 148

(L) Sending RPC: BEGIN_OFFLOAD
(S) Restore TCP 39
(S) Restore TLS 15
(S) Install source IP rewrite rule 5
(L) Received RPC: SERVER_READY

(L) Install redirection rule and unblock 4
(L) Send RPC: L7LB_READY 56

Total 225

Table 2: Outbound state transfer latency breakdown. L and S indicate
operations at L7LB or the server, respectively. All indented opera-
tions are included in the state transfer RPC.
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Figure 8: Throughput and CPU usage in comparison to Prism.

time (Remove column in Table 1) that must occur in a syn-
chronous manner (§ 4.2.2). We discuss and measure optimiza-
tions that can be used if we modify the kernel in § 7.1.

6.1.1 Comparison to Prism

Prism is an L7LB enhancement based on programmable
switches (§ 2.2). We cannot compare Prism and XO with state
transfer operations because we do not have a programmable
switch. However, we can compare the stable-state perfor-
mance of these systems (i.e., the endpoint has been transferred
to a server and stays there), because in Prism the switch redi-
rects ingress traffic to the migrated endpoint at a line rate and
performs direct server return like XO. We can thus just use an
ordinary server application behind a regular switch to emulate
a Prism endpoint.

Figure 8 plots throughput and CPU usage of XO variants
and emulated Prism. With hardware-based packet redirection
(XO-CX5), XO achieves comparable throughput with Prism
even for small objects, indicating negligible overhead of extra
packet hops (i.e., switch-to-L7LB and L7LB-to-switch). This
implies that, if hardware rule installation (required by XO) is
done as quickly as remote switch reconfiguration (required
by Prism), XO could achieve a comparable performance with
Prism in the presence of frequent state transfers.

On the other hand, without hardware-based packet redirec-
tion (XO-eBPF), small object (8 K B) throughput is penalized
by at most 30.5 %. However, since local eBPF map update
(takes 4 µs, see Table 1) could be faster than remote switch
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Figure 9: Throughput and CPU utilization of nginx cluster.

ASIC reconfiguration and thus connection migration is faster,
when state transfer happens at a certain frequency, packet
redirection inefficiency would be offset in some degrees; our
result shows the case where it is not offset at all.

6.2 Nginx Experiment
We now evaluate XO integrated with real-world applications
that have higher software complexity and specific usage pat-
terns. We first test nginx (§ 5.1) using the setup in § 6.1,
where one machine acts as a reverse proxy. Since nginx
statically maps client connections to the servers, which are
replicas that can process any client request, using consistent
hashing4, XO-nginx applies the same policy by migrating
a connection to the server only at the first request. We use
XO-eBPF; since we do not move connections frequently, we
expect larger benefit of XO with hardware-based redirection.
We do not use TLS encryption in nginx experiment.

Figure 9 shows throughput and CPU utilization. Although
the L7LB and servers are connected to the switch over a
25 Gb/s link, XO-nginx achieves 87 Gb/s, utilizing the ag-
gregated link bandwidth of all the servers, whereas nginx
achieves 22 Gb/s, constrained by the L7LB link bandwidth.
XO-nginx utilizes cluster CPU resources efficiently by shift-
ing the load from the L7LB to the servers; higher total CPU
usage in XO-nginx is due to higher overall throughput.

Next, as an advanced use case, we demonstrate dynamic
load balancing with XO-nginx. We implement a simple
mechanism and policy, where load monitoring daemons on
each backend exchange their current CPU load every half sec-
ond via a key-value store in the L7LB and write everyone’s
load in their local shared memory; every time it receives a
request, the nginx XO module in each backend reads that
shared memory and decides whether it returns the connection
to the L7LB or not based on the load of its own and others.

In Figure 10, requests to fetch an 8 KiB file are initially
served by all the servers, each handling the same number of
connections and thus a similar request load. After 30 seconds,
all the connections handled by server 1 (dark blue area) leave,

4https://nginx.org/en/docs/http/load_balancing.html
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Figure 10: XO rebalancing load when all the client connections at
Server 1 leave at T = 30.

making this server idle. Once the load discrepancy is detected
by the other servers, they return some connections to the
L7LB, which subsequently offloads those connections to the
least loaded server, which is server 1. After a brief fluctuation,
it results in a balanced CPU and network load again; overall
CPU utilization reduces due to fewer connections.

6.3 Ceph Experiment

Finally, we evaluate XO-Ceph (§ 5.2). Since we need NVMe
SSDs, we use another cluster consisting of five machines.
Four of those are equipped with two Xeon Silver 4314 CPUs,
256GB of RAM, NVIDIA ConnectX-6 NIC and Samsung
PM9A3 SSD. We use three of those to run servers (OSDs,
storage backends), and the other to run the L7LB (XO-Ceph
gateway or RGW, the baseline). The remaining machine is
equipped with two EPYC 9334 CPUs and used as the client.
All the machines install Linux kernel 6.6 and connect to the
same switch with 100 Gb/s links.

We populate the object store beforehand, and the client
issues requests following three object popularity distributions:
Zipf-1.1 (most skewed), Zipf-0.9, and uniform. Figure 11a and
Figure 11b plot the throughput and CPU utilization of L7LB
and storage backends, respectively. We apply one optimiza-
tion. Since the OSD knows the object size it is sending upon
receiving the request (i.e., before making a decision whether
it returns the connection to the L7LB or not), it requests the
software-hardware hybrid packet redirection method to the
L7LB only for objects larger than 2MiB (in SERVER_READY
RPCs in § 4.1), because software redirection is likely more
efficient when the object is small (§ 6.1).

XO outperforms RGW in throughput with 256KiB or larger
objects in all the workloads, reaching up to 135 % improve-
ment. This indicates that, at this object size, state transfer costs
are amortized by direct server return and improved utilization
of the storage server CPU resources. This is reflected in CPU
utilization; servers behind RGW remain largely underutilized.
Note that 256KiB objects are not particularly large in Ceph; a
recent industry-led analysis [40] uses 64KiB, 4MiB, 32MiB,
64MiB and 256MiB objects as representative sizes.

XO-CX6 shows the advantage of hardware packet redirec-
tion for 2MiB or larger objects, reducing L7LB CPU usage
compared to software packet redirection in XO-eBPF. XO-CX6
achieves similar performance to XO-eBPF for smaller objects,
because it actually avoids using hardware-based redirection
for those objects based on the optimization described earlier
in this subsection. When XO is used and the workload is
highly skewed (Zipf-1.1), CPU utilization on one backend is
significantly higher than that on others, because Ceph serves
each object only from the primary OSD (replicas are used
for fault tolerance; see § 5.2) and thus OSDs hosting popular
objects handle more connections or requests.

7 Discussion

7.1 State Transfer Optimization

Although we built XO on Linux without network stack or
kernel modifications for easy deployment, such modifications
could accelerate XO. The current Linux APIs to serialize
or restore TCP connection state need 13 syscalls with each
acquiring and releasing the socket lock. Since the actual op-
eration in each call is cheap (e.g., just setting a flag), we
could accelerate connection serialization and restoration by
consolidating these operations into a single new call and
socket lock. We thus implemented these consolidated calls—
TCP_REPAIRALL and TCP_RESTORE—as new commands for
get/setsockopt. These calls serialize a connection in 8 µs
(11 µs with existing APIs, see Table 2) and restore it in 28 µs
(39 µs otherwise).

Those consolidated calls improve end-to-end performance.
Figure 12 plots the results with XO-eBPF when connection
offload occurs on every request (setup in Figure 7 left). We
observed 38.4–83.1 % improvement in throughput, with la-
tency reduction of 1.7–54.2 and 9.3–87.7 % at P50 and P99,
respectively.

7.2 NIC Design Implications

The performance gap between XO-CX5 and XO-Agilio high-
lights the impact of hardware capabilities on XO and calls for
new NIC designs.

We believe future hardware-software interfaces should take
into account at least reconfiguration time, concurrency, and the
consistency model. Such NIC abstractions would accelerate
XO-like systems, for example, enabling multiple flow rule
insertions in parallel. Some modern NICs, such as Pensando
Elba, are equipped with programmable P4 ASICs. Since those
ASICs are designed with frequent match-action rule updates
in mind, they will enable faster hardware rule updates than
those we tested in this paper.
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Figure 12: Throughput and latency improvement with optimized
connection serialization/restoration (§ 7.1).

7.3 Application Support
Connection migration-based approaches inherently require
server application modification because the application must
handle both migrated and accepted connections. We can reuse
the server selection policy of the base L7LB. For example,
in Ceph, we can use the object location, whereas we can use
a simpler strategy in nginx because it assumes replicated
servers. The software architecture also dictates porting effort.
nginx has a modular design, which exposes sockets and its
internal epoll loop across the modules, enabling trivial inte-
gration. Ceph requires a slight modification of its librados
to expose locality information beyond its intended boundary.
In total, it took approximately two weeks to integrate XO

as an nginx module; whereas it took one month to develop
XO-GW in Ceph where we found complexity in supporting
S3-compatible services.

Our choice of using the Linux kernel network stack eased
real application integration, because those applications heav-
ily rely on the underlying semantics of file descriptors, asyn-
chronous I/O, and threading. It would have been difficult if
we opted for kernel-bypass stacks like Demikernel used by
Capybara [10] (§ 8), because they often require an unusual
programming model for applications [2]. The feature-rich
Linux stack is also suitable for Internet-facing L7LBs. If we
assume in-datacenter clients and that the server does not need
modern TCP features, using kernel-bypass stacks that offer
multicore capability, such as Junction [18], possibly with other
techniques like Crab [26, 52] (§ 8), would be an option. We
leave this direction to future work.

7.4 Further Use Case
XO could support other L7LB-based applications, such as
vLLM [28], a popular large-language model serving and in-
ference system. LLM inference has two stages: prefill (tok-
enizing prompts and generating the first token) and decode
(producing the remaining output). vLLM improves resource
utilization by running these stages on different hosts, where
each host provides an OpenAI-compatible HTTP API service,
and a gateway [49] similar to an nginx reverse proxy relays
requests between the two stages.
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We prototype XO-vLLM, which provides similar function-
ality to the vLLM gateway. It supports disaggregated prefill-
ing while allowing the decode server to directly return the
response to the client. Figure 6 shows the workflow of XO-
vLLM. It offloads the connection after processing the prefill
request, so that continuation decoding and token streaming
can be directly served by the decode server. In the figure,
after the gateway accepts an inference request (1), it performs
a request for prefill (2 and 3), then executes connection of-
fload to the decode server (4). The decode server generates
response tokens and sends them directly to the client (5). On
the next client request, it returns the connection to the gateway,
repeating the same process (1).

Although this architecture requires frequent connection mi-
grations, XO’s state transfer costs could be negligible, because
inference takes 10s of milliseconds per token [48], while XO
adds only several 100s of microseconds (Table 2).

To demonstrate load-balancing, we deploy an XO-vLLM
gateway with one prefill and two decode servers, using a
portion of the cluster used in the Ceph experiment (§ 6.3).
Since we do not have access to GPUs, we emulate vLLM
instances using a lightweight Python server. This emulation
is reasonable, because it follows the OpenAI-compatible API
and returns valid responses. In Figure 13, the client gradually
increases the number of connections until t = 12. All the ar-
riving connections are offloaded to server 0 until its CPU load
reaches to 30%, which we define as the target capacity of each
server, at around t = 4. The gateway then starts offloading
subsequent connections to server 1 and thus load increase
at server 0 stops. The load at server 1 increases with further
connection arrivals, which stop around t = 12.

8 Related Work

This paper extends our previous short paper [30] with detailed
design, evaluation, and discussion.

Connection migration-based systems. HA/TCP [20] uses
connection migration for failover of L7 middleboxes be-
tween active-standby replicas, where the primary node mirrors
ingress traffic to the secondary node. Its connection migra-
tion is simpler than XO, because the nodes share the same IP
address and only one of them is active at a time, obviating

address translation and packet redirection. It is unclear how to
use HA/TCP in existing applications, because its current appli-
cations are all built from scratch. Capybara [10] migrates TCP
connections between servers using a programmable switch,
sharing the deployment problem with Prism.

Connection splicing. Connection splicing is often dis-
cussed in the context of L7LB systems, because it terminates
client TCP connections and relays data to and from the server.
It enables efficient data movement in the kernel [47, 32, 5]
or hardware [34]. However, it is incompatible with general
L7LBs (see § 2), because it can only perform the server selec-
tion at the connection setup or first request and cannot perform
application-level processing, such as per-request server selec-
tion and protocol translation. Performance Enhancing Proxies
(PEPs) also split TCP connections, but they are used to apply
different congestion control algorithms in the Internet [53],
rather than application-level processing.

Other LB enhancements. Yoda [19] is an L7LB design
that stores the connection information in shared storage for
failure recovery. The concept is orthogonal to XO and would
help the XO L7LB handle server failures more proactively.
LB-NIC [11] runs L7LBs with kernel-bypass TCP stack in
the host SmartNIC. It could apply XO in its L7LB to further
reduce the L7LB load.

QDSR [50] proposes that multiple backends serve different
streams aggregated into a single QUIC connection at the
client. It is unclear if the solution is general, because not
only is it specific to QUIC, but the object needs to be served
simultaneously by the servers. For example, Ceph designates
one backend to serve each particular object to ease consistency
guarantee, although objects are replicated for fault tolerance.
DISC [16] applies a similar concept to QDSR but to TCP.

9 Conclusion

This paper presented XO, which accelerates L7LBs by stream-
lining the client-to-L7LB-to-server datapath while supporting
essential L7LB requirements, such as per-request, application-
driven server selection and protocol translation. XO’s de-
sign has a strong emphasis on practicality, requiring no ac-
cess to the network switches and being built on the feature-
rich Linux kernel network stack. This enabled us to apply
XO to real-world L7LB systems, including nginx, which
is a general HTTP reverse proxy, and Ceph, which contains
the RGW L7LB specifically designed for it. All the code
used in this paper and the documentation are available in
https://github.com/uoenoplab/xo.
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